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Introduction
• An article from Bloomberg Businessweek in 2018 claimed that overseas 

foundries had developed back doors to servers for tech companies. 

• Although those claims are proven to be inaccurate, the anxiety about 
hardware supply chain security wept the industry and academic community. 

• PCBs are the most vulnerable among all the components fabricated 
overseas.

• To the best of our knowledge, little effort has been made to counter PCBs-level reverse engineering because the 
large feature size of PCBs metal traces makes it extremely easy for attackers to apply reverse engineering. 

• In this paper, we proposes a technique of active self-defense PCBs modules based on transfomable vias against 
reverse engineering. 

Fig.1 Illustration of PCBs Trojan



PCB-level Reverse Engineering 

• Bare PCBs can provide some physical information.

• Different methods will be conducted to acquire the 
layers' images.

• Identify metal traces, vias and dielectric materials in the 
images. 

• Translate the information identified from the images 
into CAD file. 

• Run DRC(Design Rule Check) to cancel any violation 
in the design file. 

• Output the Gerber design file for PCBs reproduction

Fig.2 Example of destructive Imaging method.

Fig.3. Example of non-destructive Imaging method.



Attack Models 
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A. PCBs Brutal Copying and Probing 
The layout drawings or gerber files, which are the design files for 
reproducing, are extracted via PCBs-level reverse engineering. 
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B.   PCBs Trojan and backdoor Insertion



Transformable-vias Structure in PCBs
Dummy Vias Through  Via Blind  Via Buried Via

Fig.4 Cross-Section of a Transformable-vias PCB

• the PCBs with more than two layers typically has three kinds of 
vias: through vias, buried vias, and blind vias. 

• Buried vias material is replaced by Mg. MgO vias are deliberately 
placed in some locations.

• The resistivity of Mg is 44.7nΩ·m, which displays very good 
electrical conductivity. and MgO is a dielectric material with a 
resistivity larger than 1000 Ω·cm. 

• When attackers apply imaging methods to the board, both Mg and 
MgO vias will will oxidize into MgO, and little brightness difference 
between Mg and MgO is expected when exposed in X-ray. 

• The mixed MgO/MgO locations will mislead the attackers to 
another circuit layout. 

Connected

Unconnected

Fig.5 PCB Via Identification in X-ray



Crosstalk-based Security Module
• The orange trace is the green trace protection module connected with MgO vias, 

which disconnect it to the working circuit. The orange trace is deliberately placed 
near the blue high-frequency signal trace. 

• The noise voltages generated can be expressed as:

         (1)

       (2)

Where the far-end and near-end load resistors are RFE and RNE, respectively; VG is 
the Voltage in the generator; mutual inductance and capacitance are modeled as 
LGR and CGR, respectively.

• Intuitively, higher frequency signal in the generator, higher inductive and capacitive 
couplings will perform better protection module.
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Fig.6 Diagram of Crosstalk between Metal Traces 
Created by Transformable Vias
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Experimental Results
• Parameters of the fabricated board are as follows: the core thickness is 

1.5mm, the metal trace width is 0.1778mm, minimum PCB trace 
spacing is 0.1778 mm and metal layer thickness is 0.075mm.

• In the industry or practical circuit design, the maximum Q factor of a 
system is required to be larger than 6. 

• A full revision of the results and evaluation will be included in the journal 
paper of this work. 

Fig.8 PCBs fabricated for protection 
module testing 
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Fig.7 Switchback Routing Testing Example 

5.08mm dummy metal tracecontrol group

1 11.43mm dummy metal trace 60.96mm dummy metal trace

Fig. 9 Results of Module 2 with Different Length

Length in cm 0 5.08 11.43 60.96

Q factor 40.32 8.3 4.2 3.8

Table 1. Q factor of Tested Module



Conclusion 
Transformable vias (MgO vias and Mg vias) based self-defense modules for PCBs design and its feasibility has been 
elucidated. 

Protection modules using crosstalk model to protect sensitive data are proposed and analyzed. 

The experimental result of the fabricated PCBs is presented. More test results and discussion will be presented in 
journal paper. 

Future work will focus on more protection module development to cause different failures for attackers, such as power 
failure, Electro Magnetic Interference(EMI) failure, overheating, etc. 



Questions?


